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SECURITY NEWSLETTER 

A monthly security newsletter issued for Seabrook employees. Not approved for public release. 

The Department of Defense’s Defense Security 

Service has been rebranded as the Defense 

Counterintelligence and Security Agency, the 

agencies announced June 24. The change comes 

as part of preparations to move the federal 

government’s background investigation 

functions out of the Office of Personnel 

Management and into the DoD. DSS had 

previously been responsible for the industrial 

security mission of the federal government with 

a workforce of about 2,000 personnel, and 

those operations will continue under the new 

DCSA, a senior defense official told reporters at 

a June 24 roundtable. 

Over the next three months, DoD and OPM 

plan to set up a transfer of all personnel 

currently working at the National Background 

Investigations Bureau — currently a part of 

OPM — to DCSA. 

Security clearance agency gets a new name, same 
priorities 

 

“We are on the early stages of executing a very 

detailed plan to transfer NBIB personnel, assets 

and resources to DoD, to DCSA. These transfers 

will be completed by Oct. 1,” the senior defense 

official said. 

As part of that transfer, Charles Phalen, who 

currently serves as the director of NBIB, will take 

over as acting director of DCSA and will hold a 

dual appointment between the DoD and OPM 

until a permanent DCSA director is named. 

“On the 29th of September, right before the 

beginning of the fiscal year, all of the NBIB staff 

employees will become DoD employees,” a senior 

administration official said at the June 24 

roundtable. “We believe that this is going to be 

pretty seamless.” 

According to that official, though employees will 

be moved under DoD authority, they will by and  

 

INSIDE THIS MONTH'S ISSUE: 

DSS to DCSA Name Change  P.1 
Protect Against Bad Apps  P.3 
Army Wants Better Cyber  P.4  

Ask Security  P.4 
 

 

 

 



August 2019  Seabrook Solutions, LLC. 
 

 

2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

large have the same work experience they did 

prior to the transition to DCSA. 

“Other than maybe one person who’s going to 

spend a lot of time driving between Quantico and 

downtown Washington, everybody should be 

working where they’re working today and, except 

for a handful of leadership positions, working for 

the person they’re working for today,” the 

administration official said. Employees will move 

from positions covered under Title 5 of U.S. 

Code to positions covered under Title 10, but the 

defense official said that past experience with 

such transitions within the DoD has shown that it 

shouldn’t cause too much turmoil. 

“We’re fortunate that we’re involved in this 

process with the part of the government that runs 

personnel: OPM. So, we have all the right people 

that understand personnel systems,” the defense 

official said. 

“All folks that have competitive service tenure 

where they sit now will retain that. There’s new 

opportunities for folks in excepted service that 

may not have been as available to them before.” 

While the official, legal transfer of NBIB functions 

to DCSA will occur Oct. 1, the transition period of 

fully merging the two organizations is expected to 

take a year or two longer. But according to both 

the defense and administration officials, the 

priority during the transition will be to “not do 

anything to harm the progress that is being made 

right now” on the security clearance backlog. 

At its peak in early 2018, the backlog reached 

725,000 cases, but according to the 

administration official, it currently sits at 410,000 

and NBIB aims to get to a 300,000 case backlog by 

the time of the transition. The new, DoD-located 

background investigation office will temporarily 

still rely on OPM information technology systems, 

while the Pentagon continues work on 

the National Background Investigation Services, 

which is designed to replace the old systems. 

“We’re working that transition plan right now. 

We’re OK with some degree of redundancy, 

probably over the next couple of years, and it will 

take us a good portion of that time to fully mature 

the DoD architecture, where we will be moving it,” 

the defense official said. That transition from 

OPM to DoD IT systems has formed a large part of 

the Trump administration’s justification for 

breaking apart and moving OPM’s functions to 

other agencies, as the federal employee retirement 

system — which uses the same infrastructure as 

the current background investigations — would 

lose part of its funding source in the NBIB 

transfer. The defense official said that the DoD 

would continue to use OPM’s systems “for some 

months” after the official transfer in October. 
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https://www.federaltimes.com/management/2019/02/04/nbib-cuts-down-clearance-backlog-as-dod-transfer-nears/
https://www.federaltimes.com/it-networks/2019/03/07/new-background-investigation-it-system-to-leave-disa/
https://www.federaltimes.com/management/2019/05/14/opm-at-greatest-risk-under-the-status-quo-says-director/
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How CISA Says to Protect 
Smart Devices from Bad 
Apps 

 
The Homeland Security Department’s 

Cybersecurity and Infrastructure Security 

Agency published security tips Tuesday to 

educate users on how to best protect 

themselves against threats from applications 

installed on their smartphones and other 

personal devices.  

“When you download an app, it may ask for 

permission to access personal information—

such as email contacts, calendar inputs, call 

logs, and location data—from your device,” 

the agency warns. “You should be aware that 

app developers will have access to this 

information and may share it with third 

parties, such as companies who develop 

targeted ads based on your location and 

interests.” 

According to CISA, it’s imperative that users 

ensure they are downloading apps solely from 

legitimate sources, and specifically on official 

app stores. Users should also read the apps’ 

permissions and privacy policies (which are 

frequently extensive and dense). 

  “Consider foregoing the app if the policy is 

vague regarding with whom it shares your data 

or if the permissions request seems excessive,” 

CISA notes in the tips.  

 Users should also re-assess the permissions and 

policies of the apps already installed on their 

devices, stay on top of software updates and 

delete apps that aren’t frequently used. It’s also 

smart to restrict permissions around users’ 

location data and whereabouts.  

“Some apps have access to the mobile device’s 

location services and thus have access to the 

user’s approximate physical location. For apps 

that require access to location data to function, 

consider limiting this access to when the app is 

in use only,” CISA said.  They should also shut 

off Bluetooth setting when they’re not using the 

tech.  And if smart-device users want to further 

enhance their security protections, CISA 

recommends against accessing apps or sites that 

store personal information while on public Wi-Fi 

networks or while charging their phones on 

stations they do not control.  

“Connecting a mobile device to a computer using 

a USB cable can allow software running on that 

computer to interact with the phone in ways you 

may not anticipate,” CISA warns. “For example, 

a malicious computer could gain access to your 

sensitive data or install new software. “The 

agency also advises users to set passwords or 

biometric identifiers, to ensure their devices 

can’t be unlocked if they’re stolen.  
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Contact Security: 

 

Kenya McDonald 

Facility Security Officer 

Cell: (256)-200-2110 

K.mcdonald@seabrook-solutions.com 

The Army’s research and development 

community is looking for contractor 

information in developing state-of-the-art cyber 

defenses that can improve decision-making 

across the battlefield. 

In a notice posted online, the Army C5ISR 

Center’s Space & Terrestrial Communications 

Directorate; CDOR Branch is looking for 

capabilities to support cyber operations and 

security in four areas: 

• Battlespace awareness. Providing friendly 

forces with better information to improve 

decision making to gain an advantage over 

the adversary. This can include combining 

intelligence related to threats, adversaries, 

technology and environment information. 

• Secure operating area. Tools to secure 

cyberspace operating areas and the 

commander’s assessment of operational 

risk as well as continuous hardening for a 

stronger cybersecurity posture. 

• Command and control. Tools to improve 

the cyber posture of forces to enable them 

to counter threats, manage risk and 

achieve objectives. 

• Defense. Tools for stronger cyber defense 

against adversary attempts to disable or 

disrupt operations. 

The notice states that the period of performance 

will be 12 months with four- to 12-month 

option periods. Responses are due by Aug. 19. 

 

Ask Security 
 Q. How do I report a suspicious contact or email? 

A. Immediately contact your FSO or security 
rep by phone or email. The security 
professional can walk through your suspicions 
and determine if the contact is considered 
suspicious and should be reported to the 
government. 

Q.  What does it mean when my clearance is 

placed on Continuous Evaluation? 

A. Continuous Evaluation (CE) is an ongoing 

screening process to review the background of an 

individual who is assigned to a sensitive position or 

has access to classified information or material. It 

exists to ensure that the individual should continue 

to retain a security clearance or the assignment to 

sensitive duties. CE leverages a set of automated 

record checks and business rules to assist in the 

ongoing assessment of an individual's continued 

eligibility.  

 

 

The Army wants better 
cyber defense in 4 areas 
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